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Abstract—In this paper, we present a distributed incremen-
tal data aggregation approach, in which data aggregation is
performed at all smart meters involved in routing the data
from the source meter to the collector unit. With a carefully
constructed aggregation tree, the aggregation route covers the
entire local neighborhood or any arbitrary set of designated nodes
with minimum overhead. To protect user privacy, homomorphic
encryption is used to secure the data en route. Therefore, all
the meters participate in the aggregation, without seeing any
intermediate or final result. In this way, our approach supports
efficient data aggregation in smart grids, while fully protecting
user privacy. This approach is especially suitable for smart grids
with repetitive routine data aggregation tasks.

I. INTRODUCTION

Smart grids are envisioned by numerous and diverse stake-
holders as the next-generation approach of delivering electric-
ity to millions of households worldwide [1]-[6]. The smart
grids have introduced computation and communication capa-
bilities into traditional power grids to make them ‘“‘smart”
and “connected”. Processing chips and storage units have
been embedded into traditional electricity meters, so that they
are capable of performing “smart” functions. Then, smart
meters communicate with electrical appliances at home as
well as the generation and management facilities at the power
companies, providing smart grids with great connectivity.
Research and implementation on smart grids could be cate-
gorized at three layers [7]: “smart generation, smart grid, and
smart customer.” With the intelligent and networked meters,
the smart grids enable instant monitoring of power delivery
and consumption information, subscription of power usage
and controlling from remote, advanced demand and outage
management, usage management especially with respect to
pricing (e.g. charging electrical cars at none-peak hours), etc.
Therefore, it benefits end-users as well as power generation
and distribution. Moreover, smart electricity meters could be
further linked with smart water and gas meters to better co-
ordinate and manage energy usage for smarter/greener homes
[8].

However, with all the advantages introduced by smart grids,
security and privacy concerns start to arise [9], [10]: 1.
hackers could compromise smart meters to manipulate power
usage and energy costs. 2. Cyber-terrorists might fake power
consumption data at a large scale to attack the power system,
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e.g. overloading nuclear power plants. 3. Attackers hacking
into others’ smart meters may control and tease with their
electrical devices. 4. Adversaries might compromise smart
meters, eavesdrop the communication, or hack into power
company’s database, to access power consumption data of
the victim, from which they learn about the victim’s daily
activities, habits, and other privacy with reasonable inferences.
Many security and privacy vulnerabilities and threats have
been studied in the research literature, however, most of the
problems remain unanswered.

Instant aggregation of data and resources is an important
function in smart grids [11]. For instance, aggregations of
power usage data at multiple levels (neighborhood, subdivi-
sion, district, city etc) are conducted at different frequencies.
Such information is essential for monitoring and predicting
power consumption, allocating and balancing loads and re-
sources, and administering power generation, etc. Therefore,
it is of great importance to provide efficient and secure data
aggregation in smart grids. To tackle the challenge, we present
in-network aggregation for smart grids, in which aggregation
is performed in a distributed manner, instead of centralizing at
the collector devices. To protect user and neighborhood privacy
in the aggregation, we employ homomorphic encryption to
ensure that intermediate results are not revealed to any device
en route, while still maintaining an efficient and effective
aggregation process.

The rest of the paper is organized as follows: in Sections 2
and 3, we introduce related works and background, especially
homomorphic encryption. In Section 4, we present our prob-
lem and explore possible solutions. We conclude the paper in
Section 5.

II. RELATED WORKS

Research on smart grid spans a wide spectrum: from tech-
nology [12]-[14] to economy, marketing, policy and legal
issues [15], [16]; from power generation, transmission, dis-
tribution [17], [18], to load management, failure diagnosis
and recovery [19]-[21], to smart meter implementation and
communications [13], [22]-[25]. Among these topics, we
are particularly interested in security and privacy of smart
grids. [9] identifies several security and privacy vulnerabili-
ties/threats in smart grids, and calls for attention and efforts

978-1-4244-6511-8/10/$26.00 ©2010 IEEE

327



from government, academia and industry. [10] reviews the
security challenges in smart grids, with a special focus on
trust, authentication and encryption. In [26], [27], Metke and
Ekl have articulated the security requirements for smart grid
networks, and pointed out different security technologies to
fulfill such requirements. Particularly, they have elaborated
public key infrastructure (PKI) and trustworthy computing,
and the potential adoption in smart grid networks. As a com-
parison, we focus on a particular problem - secure information
aggregation in smart grids, instead of covering the broad area.

Various in-network data aggregation approaches have been
proposed for sensor networks (e.g. [28], [29]), in which
sensors are extremely restricted in computation and communi-
cation power due to their limited battery. In smart grid systems,
although power of the smart meters is usually not a concern,
communication bandwidth may still be insufficient, especially
when frequent aggregation is desired. Meanwhile, sensors in
the network are usually trusted to see the data from other
sensors and the intermediate aggregation results, and most se-
cure aggregation researches focus on defending against passive
attacks (e.g. eavesdropper) [30], [31] or the attacks tampering
with the aggregation mechanism using fake inputs [32], [33].
However, in smart grids, power usage is considered as privacy
of the owner, and should not be revealed to other meters.
Therefore, traditional tree-based aggregation on plaintext does
not apply. In this paper, we employ homomorphic encryption
to perform in-network aggregation but still keep the outputs
and intermediate results secure.

III. BACKGROUND
A. Homomorphic Encryption

Homomorphic encryption represents a group of semanti-
cally secure encryption functions that allow certain algebraic
operations on the plaintext to be performed directly on the
ciphertext. Mathematically, given a homomorphic encryption
function E(), and two messages z,y € Zy, we are able to
compute Ei(z xy) = Eg, (z) o Ex, (y), without knowing the
plaintext x, y or the private key. In practice, x represents addi-
tion or multiplication operations. Homomorphic encryption is
usually used for privacy-preserving operations (e.g. voting), in
which operations are performed but operands (inputs) are not
disclosed. Well-known homomorphic encryption schemes in-
clude: RSA, El Gamal [34], Paillier [35], Naccache-Stern [36],
Boneh-Goh-Nissim [37], etc. In this work, additive homomor-
phic property is desirable for in-network data aggregation,
therefore, we adopt Paillier cryptosystem [35], [38]. It is one
of the two commonly used additive homomorphic encryption
functions, while the other one — the Boneh-Goh-Nissim (BGN)
cryptosystem [37] — is an extension of Paillier with bilinear
groups. The Paillier cryptosystem works as follows:

Key Generation

1) Pick two large prime numbers p and g;

2) N =p-gand A =lem(p—1,¢—1), where lcm represents
least common multiple.

3) Select a random number g where g € Z .

4) Set function L(u) as: L(u) = (u—1)/N.
5) Ensure that N divides the order of g¢: check if
L(¢g® mod N?) and n are co-prime, ie. ged(L(g*
mod N2?),N) = 1.
6) (IV,g) is the public key.
7) (p,q) is the private key.
Encryption
1) We want to encrypt the message: m € Zy.
2) Select a random number: r € Z}.
3) Encrypt m using: ¢ = E(m) = ¢ -7 mod N?
Decryption
1) We want to decrypt ciphertext: ¢ € Z}»

o) s, _ _ /L(c* mod N?)

) DeCrypt Wlth m = D(C) = (m) mOd N
Given ¢; = E(my) and ¢y = E(ma), Ymi,mg € Zy,

we have D(c; - ¢co mod N?) = m; + my mod N — the

sum of plaintext is calculated from multiplication of the
ciphertext. Also, Paillier cryptosystem is indeterministic (i.e.
the same message will be encrypted into difference ciphers
using different random blinding factor r), which makes it
resistant to dictionary attacks.

B. Honest-but-curious Model

In this paper, we assume all participants follow the honest-
but-curious adversary model, a.k.a. semi-honest model [39].
In this model, all parties are assumed to follow the protocol
properly (“honest”); meanwhile, they keep all inputs from
other parties and all intermediate computation results, from
which they actively seek or infer knowledge about others
(“curious”). Therefore, honest-but-curious adversaries keep
the system functioning properly to avoid being identified by
intrusion/abnormal detection mechanisms, while maximizing
the chance of obtaining others’ privacy.

In our scenario, honest-but-curious smart meters do not
tamper with the aggregation protocols: they do not spitefully
drop or distort any source value or intermediate result; and
they keep the system running smoothly. However, they will
try to infer others’ electricity usage by analyzing messages
and values that have been routed through them.

IV. SECURE INFORMATION AGGREGATION
A. Problem and solution overview

Although there have been different proposals on the smart
grid communication infrastructure, the wireless-wired multi-
layer architecture is the most popular approach, and has been
adopted in some pilot projects. In this architecture, smart
meters in the neighborhood communicate with a collector
device through a wireless mesh network. The collector device
further communicates with the central management facility
through wired communication (LAN or dial-up) [9], [13], [14].
Figure 1 shows an example of the communication infrastruc-
ture for a neighborhood with 20 homes.

Data aggregation (e.g. average power usage of the neigh-
borhood) is a very important type of query in smart grids [11].
Traditionally, each smart meter establishes a connection with
the collector, and uses it exclusively to report its data to
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Fig. 1. An example of smart grid communication in a neighborhood.

the collector. The collector handles all the simultaneous con-
nections, calculates the aggregation results, and reports it to
the central management. Although it is simple and easily
adoptable, this approach introduces excessive network traffic,
as well as overwhelming demands at the collectors.

Example 1 If we look at the example shown in Figure I,
connection between meter 2 and the collector is routed through
meters 5, 9, 11, etc. For an aggregation query that covers
the entire neighborhood, it simultaneously establishes 20 such
connections, most of which are redundant.

Therefore, we propose an in-network incremental aggre-
gation approach — instead of requiring each meter to create
an independent connection with the collector, we ask enroute
meters to share the channel. The first step of our approach is
to construct a virtual aggregation tree based on the network
topology of the wireless mesh. In a bottom-up aggregation,
each node in the tree collects data from its children, computes
an aggregation of all such data and its own, and passes the
aggregated result to its parent. The collector, as the root node,
ultimately gets the aggregation over the entire tree. At a
broader scope, we define in-network operations for smart grids
as follows:

Definition 1 (in-network operations for smart grids) An
operation at the collector device takes input from all (or a
subset of) N smart meters: Iy * Is x ... x I; x I, where x
is the operation, and I; is the input from smart meter i. If
the operation is associative and commutative, we are able to
perform the operation of x in any arbitrary order, and deploy
some of the computation to the smart meters in the network.

Use data aggregation operation in smart grids as an example.
The % operation could be sum (e.g. total utility usage in
a neighborhood) or count (e.g. number of homes in the
neighborhood that are using a certain device).

In traditional aggregation approach, each participating smart
meter sees intermediate aggregation results routed through
itself. Even though link encryption is often applied to protect
messages from being recovered by eavesdroppers, intermedi-
ate smart meters are allowed to decrypt the collected data,
considering mathematical operations for aggregation tasks
cannot be performed over commonly encrypted ciphertext.
However, this will introduce a serious privacy issue, since it is

commonly acknowledged that utility usage information carries
a significant amount of user privacy.

To tackle the privacy issue introduced by plain-text aggre-
gation, we employ homomorphic encryption to enable both
secure in-network aggregation and privacy protection: electric-
ity usage data from child smart meters are encrypted with a
semantically secure encryption scheme; meanwhile, algebraic
operations of the plaintext are allowed to be performed on the
cipher domain to enable aggregation functions (e.g. sum and
count), with a reasonable computation overhead.

B. The Aggregation Tree

To enable in-network aggregation, we need to first construct
an aggregation path, which covers all the smart meters in the
neighborhood. For each aggregation task, all or a subset of
the nodes on the aggregation path are selected to participate
in the task.

If we consider the smart meter network as a graph G(V, E),
where V is the set of smart meters (as vertices) and E is the
set of available wireless links (as edges) between any two
smart meters. Intuitively, the aggregation tree is a spanning
tree of the graph, which consists of a (minimal) subset of
E that connects all vertices in a hierarchical structure. In
order to include all the vertices in the tree, the graph should
be connected — every smart meter should have at least one
communication path to the collector device. For a given graph,
there may exist multiple spanning trees of different structures.

An aggregation tree should always root at the collector node,
which initializes all the aggregation tasks and collects the
final results. Meanwhile, for a network with N smart meters
(excluding the collector device), every aggregation tree will
consist of N 4+ 1 nodes and N edges. The aggregation is
recursively calculated in a bottom-up manner: every node in
the aggregation tree takes inputs from itself and its children
nodes; it then aggregates the data and sends the result to its
parent node.

There are two major concerns on constructing the aggrega-
tion tree: (1) the height of the tree should be small, to reduce
the maximum hops for the longest aggregation path, thereby
reduces end-to-end aggregation time; (2) an interior node of
the tree should not have too many children, to avoid excessive
computation and communication load at the node.

To achieve the first goal, the spanning tree is constructed by
a breadth-first traversal of the graph, starting at the collector
node. In this way, the height of the tree is the same as the
shortest distance from the furthest node to the collector — the
tree is shallow but wide. In the case that a node K has too
many children, it may possibly become a bottleneck in the
aggregation. In such cases, we re-balance the tree: we first
check if a child of K is also connected to a less-populated
sibling of K, and then move the child to that sibling; if K still
has too many children, we check if a child is also connected
to another child of K, and move it to that child. Note that the
first action will not increase the height of the tree, while the
second one may do so.
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Fig. 2. An example of aggregation tree construction: (a) breadth-first traversal
of the network graph; (b) the aggregation tree constructed from the traversal.

The network routing in the smart meter network is relatively
static. In most cases, the collector device has the network
graph of the entire neighborhood. Therefore, the aggregation
tree is constructed locally at the collector, without probing all
the smart meters. In addition, an aggregation graph remains
stable for an extended period of time.

Example 2 Figure 2(a) shows an example of the breadth-first
traversal of the graph shown in Figure 1, while Figure 2(b)
shows the resulting aggregation tree. Assume the collector is
not able to handle five children simultaneously, we re-balance
the tree by moving node 15 to node 12.

C. In-network aggregation using homomorphic encryption

With the aggregation tree, we construct operation plans
for participating nodes, and deploy them to the smart meters
in a top-down manner. Particularly, an operation plan for a
smart meter is a 7-tuple: {T;p, Trigger, Data, Collect,
Operation, Destination, Key}. Trp is an arbitrary but
unique identifier used to identify messages. Trigger defines
when the aggregation will be conducted: periodically at a cer-
tain frequency, upon the connector’s request, or at a particular
time. Data defines what information from the local smart grid
will be collected in the aggregation, e.g. current power usage
reading. C'ollect tells a smart meter to wait for the input from
a specific set of nodes (e.g. its children in the aggregation
tree). Operation tells a smart meter what operation to be per-
formed, including pre-processing, encryption and operations

for aggregation. Destination is the parent node, i.e. to whom
the output from Operation will be submitted. And finally
Key is a set of keys to be used for encryption. In Paillier
cryptosystem, Key is a public key from the collector to be
used to encrypt the local data.

Please note that not all the fields in the operation plan are
mandatory. For instance, Trigger could be omitted for an
one-time aggregation that is conducted instantly —upon receipt
of the operation plan. When the aggregation only covers a
subset of the entire graph, the Data field is blank for the
meters that do not participate in the aggregation. Key could
be omitted when the public key of the collector device is used
for encryption. Please also note that Trigger defines the time
of local data reading, not the time of aggregation. Therefore,
it guarantees, in time-sensitive tasks, no mis-synchronization
will be caused due to the latency in computing or network
communication.

As we have introduced, homomorphic encryption will be
used at each participating smart meter. The collector translates
operations on the plaintext to operations on the ciphertext.
For instance, additions on the plaintext will be converted to
multiplications on the ciphertext in the Paillier cryptosystem.

Example 3 7o calculate the total output power (in KW) at
time to in the entire neighborhood, the aggregation plan at
node 9 is: {tid, ty, power, {N5, Ng}, Enck(power) x I5 X
Is, N1, K}

When a smart meter in the network receives the operation
plan, it follows the following protocol

1) The smart meter determines if it should start the aggre-
gation immediately, or wait for the trigger.

2) When an aggregation is to be performed, the smart meter
retrieves local data as requested in Data field of the
plan, and encrypts it with Key as local input.

3) Then the smart meter waits for the inputs from the
child nodes, as defined in Collect. Once receiving all
the inputs, it follows Operation to perform aggregation
over all the input ciphertext.

4) Finally, the smart meter sends the output from Step 3
to the Destination node, i.e. its parent node in the
aggregation tree. The output message is constructed as
{Tip, T'S, Data}, where T'S is the timestamp of local
data retrieval in Step 2. This timestamp is used for
synchronizing different occurrences of repeating tasks.

We continue with Example 3 to further demonstrate the
operations at node 9 and the collector device. In the following
examples, Cp, denotes the ciphertext of the local reading of
node ¢, and C,, denotes the final output from node s.

Example 4 When node 9 receives the aggregation plan, it first
retrieves its own power reading at time ty and encrypts the
reading with K to get local input Cp, = Ex(Py). Node 9
then waits for the input from node 5 and 8. After receiving
Coy and Cog, node 9 calculates Coy = Cpy X Coy x Coq, and
submits C,, to node 11.
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Example 5 In this aggregation, the collector device receives
inputs from nodes 11, 12, 15, 16, and 17. It computes C.,; =
Coyy X Coyy X Coyy X Co o X Co,,. Further decomposing Co11,
Coyio, etc, we have:

Ceol Coy X Copy X Coyy X Coyg X Coyn
= (Cpyy X Coy x Copy) X (Cpypy X Coyy) X
(Cprs) X (Cpyg X Copy X Coyy) X
(Cprr X Copy X Coyy)

= Cpyy, X Cpy X Cpy x Cpy x Cp, x ... X C

P20

Finally, the collector decrypts C., to obtain the aggregation
result D(Cep)) = P14+ Po+Ps+Pi+Pot..+Pog = S50, Pi.

D. Analysis

Now we compare the complexity of the in-network ag-

gregation approach (with homomorphic encryption) presented
in this paper to the traditional aggregation approach, which
collects the input from every smart meter and performs the
aggregation at the collector device. We will compare from
several dimensions including network traffic, system scalabil-
ity, system robustness, security and privacy, and the overall
computation.
Network: In the traditional approach, messages from all smart
meters are routed to the collector device simultaneously. The
average number of hops for each message to be transmitted
to the collector device, h, is determined by the size of the
neighborhood (the residential area covered by a particular
collector), the wireless communication range of each smart
meter, and the routing scheme. Assume the number of nodes
in the graph is N. To transmit data from all the smart meters
participating in the aggregation, the total load on the network
will be h * N hops. However, in the proposed in-network
aggregation approach, the total load will be N hops.

Example 6 In the example neighborhood, if we use the tra-
ditional aggregation approach to collect data from all the
smart meters, the total load on the network will be 50 hops.
On the other hand, the in-network aggregation approach only
needs 20 hops in total. By choosing in-network aggregation,
we saved 60% of network load. In real world cases, a collector
device often covers a large neighborhood, which indicates a
large h, and therefore more savings on network load.

Scalability, bottleneck and robustness: As we have shown,
the overall system scalability highly depends on the smart
meter network topology. In a well-designed network, the
aggregation tree is usually wide and shallow, which makes our
approach very scalable. The longest path in an aggregation
process is the graph diameter, which usually grows at a
speed of v/N. Also, since most of computation are distributed
to smart meters, with re-balance scheme, there is almost
no unavoidable bottleneck in the in-network aggregation ap-
proach. On the contrary, most of the computation in the
traditional approach are centralized at the collector device.
Considering decrypting messages from all the smart meters is
highly computation-intensive, the collector becomes the major

bottleneck, especially when the number of smart meters in the
neighborhood (V) gets large.

In in-network aggregation, when one smart meter fails, the
failure will be detected immediately by its parent in the aggre-
gation tree and reported to the collector. Then, the collector
will update the aggregation tree and re-issue the query. The
recover process will fail only when the aggregation graph
becomes unconnected (e.g. split into two isolated subgraphs),
which is often caused by the failure of a large number of
nodes. Obviously, in such cases, most approach will also fail.

Security and privacy analysis: The Paillier cryptosystem
adopted in in-network aggregation approach is semantically
secure (IND-CPA): polynomial time adversary who intercepts
the communication cannot derive significant information about
the plaintext from the ciphertext and the public key. Mean-
while, with the existence of the random blinding factor r, the
same data will be encrypted to different cipher with different
r, which makes the approach resilient to the dictionary attack.

All homomorphic encryption systems are malleable — given
the cipher and public key, an adversary could generate another
cipher which decrypts to another meaningful plaintext in the
same domain as the original plaintext. As a result, a dishonest
or fake smart meter could falsify the data, which causes
inaccurate aggregation result. However, this problem is not
introduced by in-network aggregation, considering a dishonest
smart meter could falsify its data in any aggregation approach.
The problem could be solved by increasing the physical and
software security of smart meters and improving authentica-
tion. Although we do not consider false data injection attack
in this paper, detecting manipulation of the aggregate by the
adversary is part of our future work.

Computation: The choice of encryption/decryption scheme
has a strong impact on the computation at both smart meters
and the collector. In particular, asymmetric encryption is more
computationally expensive than symmetric encryption (e.g.
AES and triple-DES). Here, we compare the computation load
at both smart meters and the collect in two approaches. In
the traditional approach, with no in-network aggregation, each
smart meter will encrypt its message once with the public
key, while the collector needs to decrypt N messages. In the
proposed approach, every smart meter needs to encrypt the
message once with homomorphic encryption (still asymmetric
encryption), but the collector device only needs to apply
one asymmetric decryption (to the final aggregation result).
Moreover, the in-network aggregation approach distribute the
computation of aggregation at the collector (e.g. the addition
on the plaintext) to intermediate smart meters, and introduces
extra overhead (e.g. the multiplication on the ciphertext).
However, such overhead is small and acceptable per smart
meter. For instance, a smart meter with & children in the
aggregation tree only needs to perform k -+ 1 multiplications
for each aggregation, where k is usually small (controlled by
the re-balance process).
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V. CONCLUSION AND FUTURE WORKS

In this paper, we present in-network data aggregation for
smart grids. In this approach, a spanning tree rooting at
the collector device is constructed to cover all of the smart
meters. Aggregation is performed in a distributed manner in
accordance to the aggregation tree — each node collects data
from its children, aggregates them with its own data, and
sends the intermediate result to the parent node. Homomorphic
encryption is employed to protect the privacy of the electricity
usage information, so that inputs and intermediate results are
not revealed to smart meters on the aggregation path, while
the aggregation is still correctly performed.

In this paper, we have assumed honest but curious model
for the smart meters. However, there could be adversaries that
maliciously forge their own data to manipulate the aggregation
results. Such adversaries and false data reports need to be
detected through advanced auditing approaches, which is one
of our ongoing research. Meanwhile, we also plan to further
refine the algorithm and deploy it in a real world smart grid
system.
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